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ABSTRACT 

Cybercrime has become one of the fastest-growing concerns for law 
enforcement agencies at the federal, state, and municipal levels. This 
qualitative case study examined the perceptions of nine law enforcement 
officers’ from Texas regarding combating cybercrime at the local level. The 
study focuses on how law enforcement officers who respond to traditional 
crimes describe law enforcement agencies’ preparedness to fight cybercrime 
locally. Data collection consisted of semi structured interviews, where 
member-checking helped to enhance the trustworthiness. The results from this 
study helped fill the gap in the literature regarding the unknown perceptions 
of law enforcement officers responding to cybercrimes at the local level. This 
study also focused on the behaviors of the participants regarding responding 
to cybercrimes. Participants indicated that law enforcement agencies take 
cybercrime seriously; however, cybercrimes are not a high priority for law 
enforcement at the local level. Participants also provided challenges that local 
law enforcement agencies face in cybercrime investigations locally. 
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INTRODUCTION 

Many large-scale crimes are committed via the internet (Loveday, 2017), and 
cybercriminals frequently commit online crimes without facing legal consequences due to 
their ability to surf the internet while avoiding detection. In 2017, for example, Equifax had 
a data breach that exposed over 144 million people to identity theft (Novak & Vilceanu, 
2019). The Marriot Hotel was hit by a cyber-attack in 2018 that affected 500 million people. 
Individuals have gotten complacent in their efforts to protect themselves from cybercrime 
as a result of constant media coverage (Younies & Al-Tawil, 2020).  

Though cybercrime is one of the fastest-growing threats (Harkin et al., 2018), the ability to 
combat computer crimes has become problematic for law enforcement agencies, both 
domestic and international (Holt, 2018). Additionally, organizations face challenges in 
protecting critical infrastructure because cybercriminals target weak spots in a company’s 
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defenses through data breaches (Aleem, 2019). As technology continues to advance, local 
governments are digitizing data online, resulting in data breaches that can stop services for 
days and sometimes months on local government’s data systems (Preis & Susskind, 2020). 
Consequently, in 2014, President Barack Obama put in place five major legislative proposals 
for cybersecurity. The initiatives included the National Cybersecurity Act of 2014, Federal 
Information Security Modernization Act of 2014, Cybersecurity Workforce Assessment Act, 
Homeland Security Workforce Assessment Act, and the Cybersecurity Enhancement Act 
2014 (Promnick, 2017). President Obama’s purpose for signing the five legislative bills was to 
protect federal agencies from cyberattacks while improving the United States’ cybersecurity 
infrastructure (Bayard, 2019; Manavalan & Chisty, 2019). Although these helped enhance the 
federal government’s cybersecurity infrastructure, many of the laws enacted did not address 
issues that organizations face regarding liability limitation to protect private organizations 
that share cybersecurity information with the federal government (Promnick, 2017). 

Problem Statement 

Cybercrime serves as a massive technical challenge for law enforcement agencies at the 
federal, state, and municipal levels. Even though the FBI and other special cybercrime 
units are essential to cybercrimes investigations, local officers are the first to respond and 
serve as the first point of contact to victims (Her Majesty’s Inspectorate of Constabulary 
and Fire & Rescue Services, 2018; Levi et al., 2016). Officers respond to online incidents 
such as child exploitation and identity theft (Holt et al., 2019). But officers face multiple 
factors that could deter their perceptions of online fraud and their ability to respond to 
cybercrimes. Some of the reasons include law enforcement agencies’ lack of interest, 
officers’ perceptions that cybercrimes are not their responsibility, and officers’ lack of 
experience in investigating cybercrimes (Bossler et al., 2019).  

Objectives of the Study 

The purpose of this study was to explore law enforcement officers’ perceptions in 
combating cybercrime at the local level. Law enforcement officers included sheriffs and 
deputy sheriffs, state police officers, detectives, and particular jurisdiction police such as 
college and university police as well as public-school district police.  

Research Questions 

The research questions helped guide this qualitative research study:   

RQ: How do law enforcement officers’ who respond to traditional crimes describe law 
enforcement agencies’ preparedness to fight cybercrime locally? 

LITERATURE REVIEW 

Technology has created enormous benefits; however, it has also become a new way for 
criminals to commit crimes online. Law enforcement officers are accustomed to dealing with 
conventional crimes, those physically committed against persons or property, which has 
made it challenging for law enforcement agencies to keep up in reducing computer crimes 
(Nouh et al., 2019). For instance, academic scholars in England and Wales have indicated 
that reducing common physical crimes such as property offenses has not decreased, but 
rather shifted to online offending (Caneppele & Aebi, 2017). Law enforcement officers find 
themselves serving dual roles in conducting criminal and cyber investigations. Moreover, 
law enforcement agencies at all levels have pressure in responding, recovering, preserving, 
and analyzing digital evidence committed by cybercriminals (Dolliver et al., 2017).  
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Despite the increase in cybercrimes, state and local governments are hesitant to address 
cybercrimes because of the lack of knowledge and training officers have regarding cyber 
investigations (Brunner, 2020). Law enforcement agencies turn to the FBI and the U.S. 
Secret Service to investigate cybercrimes (Griffith, 2017). However, federal agencies such 
as the FBI and Secret Service cannot handle every criminal case with a cybercrime element, 
which places pressure on local law enforcement agencies to handle much of the work in 
responding to cybercrimes at the local level. State and local governments have 
implemented cybercrime taskforces for investigating, building, and prosecuting cases 
involving computer crimes (Manavalan & Ganapathy, 2014; Brunner, 2020).  

The dynamics of traditional crimes committed online continue to challenge how law 
enforcement agencies at the municipal, state, and federal levels handle cybercrime 
investigations. Traditionally, federal law enforcement agencies had the responsibility of 
investigating cybercrimes (Brunner, 2020); however, state agencies have emphasized the 
need to address the cybercrime challenges to reduce future computer crimes. The 
structural contingency theory was applied to the study to understand law enforcement 
organizations’ impact and role in responding to cybercrimes at the local level. Lawrence 
and Lorsch (1967) sought to understand how organizations can adapt to meet their 
immediate environment needs. Moreover, Lawrence and Lorsch’s approach helps explain 
police organizational behaviors surrounding law enforcement agencies’ ability to respond 
to cybercrime, a driving force behind how organizations make their agency decisions 
based on environmental factors such as responding to cybercrimes (Matusiak, 2018).  

Law enforcement agencies’ response to cybercrimes convey a broad message to 
individuals and businesses about the agencies’ priorities regarding addressing 
cybercrimes, which could influence how individual citizens report cybercrimes. When 
contingencies change in the environment, police departments adjust their organization 
strategy to respond to their areas of concern (Donaldson, 2001). In other words, police 
chiefs in law enforcement agencies make changes in the organizational structure, which 
allows the leaders to maximize their goals for the agency’s success (Matusiak, 2018). 
Additionally, the contingency theory relates to cyber policing because local police 
departments are likely to devote more resources to policing cybercrimes as threats become 
more prevalent and costly to society (Willits & Nowacki, 2016).  

The Pew Research Center indicated that 42,000 people in 26 countries listed cyberattacks 
as the third-largest threat in the world behind ISIS terrorism and climate change due to the 
surge of cybercrime activity across the world (Poushter & Manevich, 2017). Another 
example of cybercrime activity was the 2016 U.S. presidential election. It became a central 
theme for potential cyber threats to the nation’s voting machines, which raised alarms to 
government agencies concerning the state of U.S. national security (Berghel, 2017).  

As more people continue to use technology, cybercrime will become more prevalent, and 
the burden of responsibility to investigate cybercrimes will rely on all levels of law 
enforcement (Burruss et al., 2019; Achar & Tisuela, 2020). Organizations and individual 
citizens face computer-related crimes daily; however, law enforcement agencies face 
challenges in handling crimes, which brings extensive media coverage about policing, 
coupled with financial cutbacks that result in limited resources (Boddy, 2018). 
Cybercrimes are on the low priority list for policing, due to police not being able to devote 
resources due to responding to traditional crimes (Johnson et al., 2020). Criminologists 
have examined the training, attitudes, and capabilities of policing (Dodge & Burruss, 
2019). Due to the surge of cybercrime activity across the world, many countries have 
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launched actions and educational programs that aim to increase officers’ effectiveness and 
efficiency in response to high-tech crimes online (Cunha et al., 2017). 

Jurisdictional Boundaries 

The lack of funding for police departments decreases officers’ chances of receiving 
additional cybercrime training because of the higher priorities on traditional crimes at the 
local level (Belshaw, 2019). Previous research has indicated that law enforcement agencies 
place lower priorities on cybercrimes because of the extra spending needed to investigate 
computer crimes (Burruss et al., 2019; Holt, 2019). Due to departmental sizes and the cost 
of equipment to investigate cybercrimes, the use of software for cybercrime investigation 
training may not be cost-effective for law enforcement agencies with a limited budget 
(Keeling & Losavio, 2017). For this reason, the general budget plays a vital role in 
consideration for law enforcement officials when deciding what is needed or not needed 
to maintain the agency’s daily operations while keeping the community safe (Her 
Majesty’s Inspectorate of Constabulary and Fire & Rescue Services, 2018). As a result, law 
enforcement agencies prioritize community-based crimes that reflect the community’s 
needs because of budget constraints. 

As it relates to law enforcement agencies’ preparedness in combating cybercrime at the 
local level, there is a need for police organizations to provide cybercrime training to law 
enforcement personnel. Further, cybercrime training provides law enforcement personnel 
with the necessary skills to effectively respond to computer crimes, despite the challenges 
law enforcement organizations face in determining officers’ roles in combating computer 
crime locally (Cockcroft et al., 2018). Cybercrime training has significance in ensuring that 
police-led approaches address cybercrimes adequately (Koziarski & Lee, 2020). Law 
enforcement agencies’ investigative process when investigating traditional crimes is 
different from cybercrime investigations; therefore, a need to build on officers’ skills and 
knowledge in investigating advanced crimes is needed (Nouh et al., 2019).  

International Law Enforcement Agencies Policing Cybercrime 

Cybercrime is a national and international problem that security agencies and law 
enforcement officials deem a top priority. Traditional crimes in the United Kingdom., such 
as burglary, robbery, and theft, were surpassed by online fraud and other cybercrimes that 
have become a national priority. As a result, the traditional crimes in the United Kingdom 
decreased, only to see an increased rate of resident victimization regarding online fraud 
and cybercrimes (Loveday, 2017). Without the necessary skills to investigate cybercrimes, 
law enforcement in England and Wales view cybercrimes as a frequent concern (Holt et 
al., 2018). As a result, police constables in England and Wales are critical players in 
responding to cybercrime (Her Majesty’s Inspectorate of Constabulary and Fire & Rescue 
Services, 2018). For example, in 2011, the United Kingdom created policies on policing 
cybercrime with a National Cyber Security Strategy roadmap that called for more local 
constables to respond to severe cybercrimes like economic and organized cybercrimes 
(Burruss et al., 2019; Holt, 2019). Therefore, International law enforcement agencies’ 
strategy for combating cybercrime in the United Kingdom focuses on preparing officers 
for cyber threats through education and training.  However, as technology improves and 
becomes more prevalent, cybercrime will continue to be a security threat confronting law 
enforcement in England and Wales (Achar, 2019; Levi, 2017).  

In other countries such as Brazil, law enforcement agencies also face cybercrime 
challenges. Brazil’s law enforcement agencies have limited knowledge and experience 
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regarding high-tech cybercrimes. Therefore partnerships are formed between police 
academies and educational institutions to offer non-specialist officers cybercrime training 
(Cunha et al., 2017). More importantly, Brazilian police can only solve 5-8% of cybercrimes 
because of the prevailing culture of violence in the country. As a result, law enforcement 
officials in Brazil use most of their resources to fight traditional crimes while reducing the 
number of resources to enforce cybercrimes (Cunha et al.,2017). International law 
enforcement agencies face similar challenges in combating cybercrime as law enforcement 
agencies in the United States. The shortage of technical knowledge and resources can 
impact how an officer responds to computer-related events. 

NATURE OF THE STUDY 

The qualitative method was used in the study. Qualitative research describes a set of 
approaches from a natural expression or experiences of an individual, which helps analyze 
collected data (Levitt et al., 2018).  Qualitative research is a helpful method that provides 
the researcher with the knowledge and understanding of participant’s actions in a detailed 
manner (Peck & Mummery, 2017). Qualitative designs include a case study, the narrative 
study, and the phenomenological study. The case study approach helped in providing an 
in-depth understanding of police perceptions because it focuses on identifying cases such 
as an event, program, or activity with a real-life approach (Creswell & Poth, 2018). On the 
other hand, the narrative research approach helps in exploring participants’ life 
experiences expressed in their own words (Ntinda, 2019; Achar, 2018). This approach was 
not appropriate because the research does not focus on an individual or biography of a 
person. Additionally, phenomenology can be used by the researcher while conducting a 
study regarding participants’ lived experiences at or during the time the event occurs 
(Ashiq et al., 2020). However, this specific approach was not appropriate. The case study 
approach was the best approach in this study because it enabled me to conduct an in-
depth exploration of phenomena, which in this study included law enforcement officers’ 
perceptions in combating cybercrime at the local level.  

RESEARCH METHOD 

The purpose of this qualitative study was to develop an in-depth understanding of law 
enforcement officers’ perceptions in combating cybercrime at the local level. Researchers have 
indicated that there is a limited number of studies documenting law enforcement officer’s 
perceptions regarding combating cybercrime at the local level (Burruss et al., 2017). This 
chapter includes an explanation of the case study approach used for this study. It also describes 
the research design, the research questions that guided the research, and the rationale for using 
the case study approach. Lastly, I discuss the ethical procedures, the researcher’s role, criteria 
for participant selection, and details about data collection, data analysis, and validity. 

Research Design 

The research question in a study is an essential factor when using the case study approach 
because it answers who, what, and where questions (Rashid et al., 2019). In this study, there 
were two research questions: How do law enforcement officers that respond to traditional 
crimes describe law enforcement agencies’ preparedness to fight cybercrime locally?  

I used snowball sampling with the nine participants or until saturation occurred in the study 
using semistructured interviews. Semi structured questions were appropriate to understand 
the phenomenon better because a general yes or no question was insufficient to obtain a 
meaningful understanding of law enforcement officers’ responses. Semi structured 
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interviews also allow the researcher to build a rapport with the participant, encouraging a 
meaningful dialogue between the researcher and the participant (Rubel & Okech, 2017). 
Further, observing participants in face-to-face interviews allows the researcher to view 
nonverbal cues, such as body language, which provide additional information that the 
researcher can add to the interview transcript (Oltmann, 2016). Thus, this qualitative 
approach helped build a comprehensive view of law enforcement officers’ experiences and 
perceived notions regarding combating cybercrime at the local level. 

Data Collection  

The study consisted of a semi-structured open-ended interview questions, unless other 
interview procedures such as Zoom or telephone interview were required. Semi-structured 
interviews involved determining the purpose and the scope of the study while developing 
prepared questions to help guide the study (DeJonckheere & Vaughn, 2019). Additionally, 
DeJonckheere and Vaughn (2019) indicated that semi-structured interviews collect information 
from participants who have personal experiences, attitudes, or perceptions regarding the topic 
of interest. Interviews as a data collection tool will help explore individual's perceptions 
regarding the phenomenon studied. Additionally, using the interview method as a data 
collection tool allowed the researcher to ask follow-up questions to explore the participant's 
response to the questions that required further investigation. This study's interview questions 
focused on gaps shown in the literature review that identify unexplored areas of research. 
Although I had proposed 15 participants to be interviewed for this study, nine participants 
were interviewed because data saturation was achieved after nine interviews.  

DATA ANALYSIS 

The collection of data came through in-depth, semi structured interviews that featured 12 
interview questions that helped to explore the perceptions and beliefs of the law 
enforcement officers concerning (a) policing cybercrimes, (b) cybercrime awareness, (c) 
cybercrime training, (d) limitation to responding to cybercrimes.  

The data analysis for this study was guided by the primary research questions: 

How do law enforcement officers’ that respond to traditional crimes describe law 
enforcement agencies' preparedness to fight cybercrime locally?  

 
Figure 1: Word Cloud 
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After completing and reviewing all the interview transcripts for accuracy, I analyzed and 
entered the participants’ responses into NVivo 12 data analysis software. The software 
transcribed the data verbatim, which helped examine word similarities to identify themes. 
NVivo also provided word frequencies needed to discover the study's themes based on 
the data collected from the nine interviews (see Figure 1).  

Study Results 

This section contains a summary of the findings from the themes that emerged in the 
interview data. The strengthening of the themes comes from the participants’ key points 
and different opinions on the same topic. The research questions for this study were:  

How do law enforcement officers who respond to traditional crimes describe law 
enforcement agencies’ preparedness to fight cybercrime locally?  

When initially coding the data from the interview transcriptions, a 1-week period passed to 
review the data for a second time to determine if the results differed from the previous data 
collected. However, the results from the data review did not change after reviewing the data 
multiple times. Several areas of interest were formed in NVivo 12 software helped answer the 
research questions in the research study. Four main themes emerge while coding and 
comparing data in NVivo 12: (a) policing cybercrimes, (b) cybercrime awareness, (c) 
cybercrime training, (d) limitation to responding to cybercrimes. The four themes were broken 
down into subthemes and analyzed, reported, and supported by the study’s responses.   

Responses to the Research Questions 

The interview questions were initially grouped into two themes (a) law enforcement 
experiences and (b) limitations to respond to cybercrimes. However, after conducting an 
in-depth analysis, the two themes expanded into sub-themes that expressed the 
participants’ opinions. Therefore Table 1 depicts the pairing of interview questions created 
out of the two initial themes and sub-themes. As a result, many of the interview questions 
overlapped several of the themes presented in the study.   

Table 1: Sub-Themes from Initial Interview Responses 

Themes Participants Interview Questions 

Policing Cyber Crimes  9 1,2,3,4,5,6,11 and 12 

Cybercrime Awareness 9 6 

Cybercrime Training 9 7,8, and 10 

Limitation to Responding to Cybercrimes 9 9, 10 

Law Enforcement Officer Experiences 

Participants displayed a wide variety of experiences and roles within their law 
enforcement agencies. Potential roles included assistance chief, senior sergeant (General 
Schedule 13), lieutenant, detective, sergeant, and school resource officer. In addition, the 
educational backgrounds of the participants varied. Over half of the participants had a 
bachelor’s degree, two had their associate degree, and two had a high school diploma. In 
addition, three participants acknowledged that they had investigated several computer-
related offenses at the local level that ranged from romance fraud to real estate fraud. 
Participants were also diverse in their years of service, with two participants having over 
30 years of service, three participants had over 20 years of service, and four participants 
had over ten years of service as law enforcement officers. 
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Cybercrime Protocols 

Participants also responded about the type of cybercrimes that police departments receive 
the most related to cybercrimes locally, and four of the participants identified credit card 
fraud as the primary type of offense reported by victims. In addition, three participants 
noted that people taking advantage of the elderly are other types of online crimes reported 
by victims, followed by two participants identifying online bullying as a type of 
cybercrime reported by victims to police departments. Finally, when asked about the 
protocols that officers take when citizens and businesses report cybercrimes, several 
participants responded by noting,  

LO1: “They take the report, they put it in the drawer, and it goes no farther.” 

LO4: “A lot of times we'll respond to these types of incidents. We don’t 
have a lot of information, and a lot of times, the victims don't have a lot 
of information about what occurred.” 

LO8: “You get so many cases, you don't have the time to put in for each 
case, that's why they put it on their victims to go and gather their own 
evidence and whatever it is, they may need.” 

Many of the participants did confirm that victims who report cybercrimes do not know what 
to do after becoming a victim, in which a law enforcement officer advises the victims to contact 
their banks as the first line of defense in recovering any funds stolen from online fraud. 

Cybercrime Seriousness  

When examining the participants’ perceptions regarding the seriousness of cybercrime at 
the local level, participants provided various responses to Questions 15, 16, and 18. Eight 
out of nine participants agreed that cybercrime is a serious matter at all levels of law 
enforcement, but one participant disagreed that law enforcement agencies are not taking 
cybercrime seriously at the local level. The participant stated, “It is not taken seriously 
because it’s a nonviolent offense. They are not going to prosecute a computer crime, so it is 
not taken seriously.” The following excerpts describe some other comments by 
participants as it relates to the seriousness of cybercrimes.  

LO1: “I think it's taken very seriously. Officers that I have had personal 
discussions with about it, they're frustrated because their hands are tied, 
and their ability to cope with it.” 

LO5: “Each year cybercrime grows.” 

LO6: “It's not that cybercrime is not taken seriously. It is what cybercrime 
is being done.” So, say you report that your child was talking online, and 
you believe your child has gone away with a grown person. That call will 
have an elevated response to law enforcement, instead of hey, I think 
somebody stole my identity.” 

Future Policing 

The dynamics of policing are forever changing, and law enforcement agencies across the 
criminal justice platform are proactive in staying abreast of the new crimes committed by 
criminals in the new digital age of technology. Question 21 will depict participants' views 
on law enforcement officers' role in policing cybercrime in the future. Optimistically, all 
participants agreed that law enforcement agencies at the local level would play a 
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significant part in the fight against cybercrime in the future. However, many of the 
participants did believe law enforcement roles in the future will focus on getting enough 
training for officers to become familiar with cybercrimes. Ultimately the participants 
suggested that law enforcement agencies depend primarily on the FBI to respond and 
investigate cybercrimes. The following passages are direct quotes from participants 
relevant to the future of policing at the local level.  

LO1: “I see them stuck in the same rut that they're in right now because I 
don't think it's goanna move fast enough.” 

LO4: “I think we're goanna have a more prominent role.” 

LO6: “At the local level, I don't ever think we'll reach the level of maybe 
like the FBI, Homeland Security.” 

Cybercrime Prevention 

The participants provided their perspectives on the roles officers should take in 
preventing and investigating cybercrimes and how to improve the effectiveness of 
combating cybercrime at the local level, which questions eight and 20 covered. When 
asked about officers' roles in preventing and investigating cybercrimes, seven of the 
participants agreed that cybercrime is hard to avoid. However two of the participants 
believed that being proactive is the solution to officers preventing and investigating 
cybercrimes locally. All participants noted that law enforcement agencies should provide 
educational awareness programs that would help educate the public regarding computer-
related threats. For example, the participants felt that if the public were provided 
education on the various dangers of being online, it would help the public understand 
what to look for regarding online scams that helped protect individuals from becoming 
cybercrime victims. The following excerpts describe some of the comments from the 
participants related to officers' responses in preventing and investigating cybercrimes.  

LO1: “There's no way to prevent it at a local level.” 

LO4: “It’s a difficult task for officers.” 

LO6: “We can educate the individual when we come into contact with 
them on how to prevent you or your kids or whoever of being victims.” 

Cybercrime Training 

Participants also had mixed reviews when asked about the types of cybercrime training 
offered at their local law enforcement agency. Six participants agreed that there is some 
form of cybercrime training offered online. However, one participant stated, “the training 
that’s available out there to the police is not adequate. It might give you a few tips you can 
use, but it stops there.” The other three participants acknowledged that they had received 
little to no in-service training for cybercrime in their respective agencies. One participant 
responded to the lack of training by stating, “if you want to do it, you can do it. It is not 
really a big push for cybercrime as far as training.”  

Three participants felt that they had some comfort in their ability to investigate 
cybercrimes if needed, which is compatible with the study of Williams (2018). The other 
six participants reported that they did not have any confidence in their ability to respond 
to computer-related crimes. One of the participants responded by stating, “I have zero 
training in cyber anything. They usually tell me what to take.”  
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The following excerpts describe some additional comments from the participants related 
to the participant's training and confidence level regarding cybercrime training.  

LO3: “I have a certain level of knowledge with it. I feel comfortable.” 

LO4: “I'm familiar with a lot of resources, as far as investigation 
standpoint, that a lot of patrol officers are not familiar with. I have 
relationships with federal agencies.” 

LO9: “I don't have the training.” 

Over half of the participants acknowledged that specialized units usually get the cyber training 
needed to investigate cybercrimes. In contrast, local beat officers get additional training related 
to the physical crimes they respond to daily. Lastly, six participants believed that officers do 
not have the experience to investigate cybercrimes, with one of the participants stating, “We 
need more experience because it is occurring.” The final three participants felt that more 
resources are needed to combat computer-related offenses because police lack the funding to 
conduct additional investigations. However, all participants noted that more cyber training is 
necessary for officers to respond to incidents better. 

Improving Cybercrime Effectiveness  

Participants also provided their perceptions of how law enforcement agencies can 
improve the overall effectiveness of combating cybercrime locally. Thus, eight of the nine 
participants noted that training and education awareness are two areas of concern that law 
enforcement agencies should improve. In addition, one of the participants believed that 
creating a cybercrime task force would help with improving cybercrime effectiveness at 
the local level. Finally, many of the participants did agree that officer training is a 
significant contributor to enhancing the efficacy within law enforcement agencies locally. 
Below are direct comments from participants regarding law enforcement’s effectiveness in 
combating cybercrime at the local level.  

LO2: You've got to train your officers on what to do. 

LO5: Even if it's just minimal skill training, you've got to send them out 
there with the ability and the knowledge to feel secure. 

LO6: Education 

Likewise, all participants agreed that some form of education should take place internally 
and externally concerning the dangers of cybercrime. One participant stated, “If you take 
out one component, which is the victim from the equation, then you don't have a crime.” 
The participants understand the power of education, and all believed that law 
enforcement agencies and the public need more education on how to handle cybercrimes 
locally. Participants also concluded that some of the challenges officers face in obtaining 
cybercrime training are based on the community's needs.  

SUMMARY OF FINDINGS 

This study focused on the analysis, coding, themes, and the results of the data collected 
from the nine participants during this study. The data included themes specific to two 
areas of interest. The themes that emerged from the study were law enforcement officers’ 
response to cybercrime and law enforcement agencies' response to cybercrime. However, 
thematic coding helped gain a better connection from the collected data to produce 
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common themes found in the study. Four themes emerged using thematic coding. The 
following themes emerged in the data analysis were: (a) policing cybercrimes, (b) 
cybercrime awareness, (c) cybercrime training, (d) limitation to responding to cybercrimes. 
The research question: How do law enforcement officers that respond to traditional crimes 
describe law enforcement agencies' preparedness to fight cybercrime locally? was 
answered by the themes developed through the examination of the interview questions: 

 What roles do you believe local law enforcement agencies should play in responding 
to cybercrime?  

 What roles do you believe local law enforcement agencies should play in responding 
to cybercrime?  

 What do you think the roles should be for law enforcement officers in preventing and 
investigating cybercrimes at the local level? 

 What are the procedural steps taken by your law enforcement agency when 
investigating cybercrimes locally? 

 What role do you see law enforcement officers playing in policing cybercrime in the 
future at the local level? 

Participants in the study discussed the role of law enforcement officers responding to 
cybercrimes, where many agreed that cybercrime is difficult to police at the local level. The 
participants noted in their responses that law enforcement at the local level should have a 
limited role in investigating computer crimes. Many participants agreed that law 
enforcement agencies should take the initial police reports and pass the information to the 
FBI for investigation.   

Participants suggested that law enforcement at the federal and local levels are behind in 
technology and training to capture cybercriminals. Participants believed that there is no 
push for officers to take cybercrime training at the local level due to the need to respond to 
traditional crimes such as robbery and domestic violence that have precedent over offenses 
committed over the internet. The participants believed that more in-service training should 
include current cybercrime training that helps officers identify the basics of recognizing 
cybercrime threats other than just identifying what to look for in a suspicious email.  

One finding in the research was that law enforcement agencies delegate cybercrime 
training to specialized units in an agency that investigates cybercrimes; however, at the 
same time, law enforcement agencies assign officers that patrol the streets training related 
to crimes not committed online. Thus, the lack of cybercrime training adoption from law 
enforcement agencies could become a concern because it may inadvertently impact the 
abilities of law enforcement officers to respond to cybercrimes locally.  

LIMITATIONS OF THE STUDY 

This current study provides answers to both research questions; however, several 
limitations were worthy of discussion. The first limitation in the study was that not all law 
enforcement agencies who received the invitation to participate accepted the invitation. 
Although the five law enforcement agencies selected initially did not participate in the 
study, interested volunteers could have added points of view to the findings that could 
have been valuable to the study. Secondly, the sample size for the participants in this 
study was another limitation viewed as a weakness, despite the set standards needed to 
meet data saturation within a qualitative research study. In contrast, using quantitative 
research could produce larger sample sizes that are generalized (Williams, 2020).  
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Third, the finding from this study is limited to the geographical area of Texas. If the same 
study occurred in other law enforcement agencies within the United States, the results 
could produce different results. As a result, the interviews were limited to law 
enforcement agencies in Texas. A nationwide research study could provide a comparative 
analysis of law enforcement agencies in other states that could encounter similar concerns 
and have successfully addressed them through collaborations with other law enforcement 
agencies.  

Lastly, not being able to interview six of the participants face-to-face at a location was a 
limitation in the study. Face-to-face interaction with the six participants could have 
captured the participants’ body language and facial expressions, leading to more 
questioning. However, capturing the body language and facial expression during 
questioning could have indicated the participants comfort or discomfort with the 
questions asked during the interview.   

RECOMMENDATIONS 

The results from the study have produced several recommendations for future research 
regarding this study. First, research regarding officers’ perceptions of responding to 
cybercrimes at the local level is limited and virtually unexplored. Second, this study can 
contribute to the current body of literature in various areas of law enforcement, which 
could open opportunities for further research in helping explore law enforcement officers’ 
perceptions of responding to cybercrimes locally. For this reason, the first 
recommendation includes conducting studies specific to law enforcement administrators 
to understand their perspectives regarding what role, if any will law enforcement play at 
the local level regarding cybercrime response. Also, this study was limited to only law 
enforcement officers not familiar with cybercrime investigations. 

Future studies could include computer crime detectives within a law enforcement agency 
establishing their perceptions regarding law enforcement role in responding to cybercrime 
at the local level. This qualitative research approach provides a deep and rich 
understanding of the participants’ perceptions and beliefs for this study. However, a 
future study could include a quantitative research approach indicating law enforcement 
agencies’ commitment to responding to cybercrimes at the local level. Finally, more 
research is needed to understand what the federal government is doing to help state and 
local governments combat cybercrime. 

CONCLUSION 

Almost everything that organizations and individual citizens do today revolves around 
using digital devices connected to the Internet, which has become a global concern for law 
enforcement due to the uptick of cybercrimes. Local law enforcement agencies play a 
significant role in the fight against cybercrime that local governments and communities 
should acknowledge as a critical need throughout the nation. However, law enforcement 
lags in determining local police departments' roles and responsibilities in combating 
cybercrime as technology advances. This study on law enforcement officers’ perception in 
responding to cybercrime at the local level revealed the need to increase law enforcement 
training and awareness regarding the current state of knowledge that officers possess in 
responding to computer-related offenses. Participants in the study openly acknowledged 
the need for up-to-date training as it relates to understanding cybercrime. However, it is 
also clear that law enforcement officers receive limited training regarding cybercrime due 
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to focusing on physical incidents such as violence or violations committed by criminals. In 
addition, the participants acknowledged that law enforcement training is geared more 
towards the frequent crimes in the community. This study also revealed the need for local 
law enforcement agencies to create educational programs that educate the community on 
the dangers of online activity that could help reduce the number of cybercrime victims.  

Participants acknowledged that responding to cybercrime discourages officers because the 
cases are time-consuming, locating the suspect is difficult, prosecuting the suspect is 
difficult, lack of funding and the responsibility for investigating cybercrimes should fall on 
the FBI. More importantly, all nine participants agreed that law enforcement agencies lack 
the experience necessary to investigate or respond to cybercrimes, which is why half of the 
participants determined that law enforcement should have a limited role in cybercrime 
investigations.  

The research also included the roles that law enforcement will play in responding to 
cybercrimes in the future. Half of the participants strongly suggested that law enforcement 
locally will play a prominent role in cybercrime investigations in the future. For this 
reason, the participants believe that it is vital for law enforcement to maintain a certain 
level of preparedness to perform their duties effectively. Hence, three participants 
suggested that law enforcement agencies and the powers to be should create multiple 
cybercrime units surrounding major metropolitan cities. Three other participants believed 
that responding to cybercrimes would take away from officers responses to criminal 
offenses that the community needed officers to investigate.  
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APPENDIX: INTERVIEW QUESTIONS  

1. Tell me a bit about your background and experience in the law enforcement field. 

2. How long have you worked in the law enforcement field? 

3. What is your Rank? 

4. What is the highest level of education you have completed?  

5. What would you say is the size of your agency? 

6. What do you think the roles should be for law enforcement officers in preventing and 
investigating cybercrimes at the local level?  

7. What current training opportunities and availability in cybercrime can officers take 
during in service trainings? 

8. What cybercrime trainings have you taken within the last year of in-service training? 

9. In your opinion, what are the major constraints or limitations for law enforcement 
officers in responding to computer-related crimes at the local level? 

10. In your opinion, is cybercrime taken seriously by law enforcement agencies at the 
local level to investigate?  

11. What should law enforcement agencies do to improve the overall effectiveness of 
combating cybercrime at the local level? 

12. What role do you see law enforcement officers playing in policing cybercrime in the 
future at the local level? 

--0-- 
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