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ABSTRACT 

The use of data in medical research that was originally collected for different purposes, known as secondary 
data, is an effective way to conduct reliable and cost-effective studies so as to progress knowledge in 
medicine. A number of serious practical, ethical and legal issues and concerns about this process exist, 
however. Ensuring a high level of data quality is imperative to produce reliable results, and researchers may 
face accessibility problems. Projects designed to alleviate these issues are underway, however, lowering the 
cost and increasing the access to secondary data even further. Although secondary data is de-identified to 
protect confidentiality, ethical problems of individual rights versus the benefit of society persist, leading some 
to call for a new ‘macroethics’ surrounding data use. Legislation to this end has been introduced in many 
countries, but issues relating to the exemptions it offers and its interpretability remain. To ensure that the use 
of secondary data in medical research can continue to accelerate the pace of development in medicine, a 
global effort involving technological and ethical standardization needs to be developed. 
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INTRODUCTION 

In medical research, the use of secondary data refers to applying data to research for purposes different to which it 
was initially collected (Schlegel & Ficheur, 2017). Using secondary data can save time and costs (Boslaugh, 2007; Harpe, 
2009) and provide an accurate basis for study to allow for faster progress in health research to tackle health problems 
and enhance patients’ quality of life (Johnston, 2014). However, practical, ethical and legal issues have been identified 
(Tripathy, 2013). The data must be of good quality and from reliable and dependable sources (Demchenko, Grosso, De 
Laat & Membrey, 2013; Cox, Martin, Van Staa, Garbe Siebert & Johnson, 2009), as poor-quality data produces 
unreliable results (Botsis, Hartvigsen, Chen & Weng, 2010). Ensuring consistency and accuracy of data enhances the 
generalisability and trustworthiness of the research findings (Hagger‐Johnson et al, 2015; Foley, Shuttleworth & 
Martin, 2018), and it must be cost-effective (National Academy of Sciences, 2009; Burton, Banner, Elliot, Knoppers & 
Banks, 2017). Ethically, there are concerns surrounding sensitive secondary data in medical research so protecting 
confidentiality is essential (Sweeney, 2002; Tripathy, 2013). Issues arise from conflicts of interest between the rights of 
individuals and the requirements of society (Brakewood & Poldrack, 2013), and the techniques employed to de-
identify data may be undesirable for research or impossible to implement in the age of increasing data connectivity 
(Black, 2003; Aamot, Kohl, Richter & Knaup-Gregori, 2013; Morrow, Boddy & Lamb, 2014). There are also issues with 
regard to the law (Lowrance, 2003). Legislation such as the Caldicott principles, the Data Protection Act (2018) and 
GDPR (General Data Protection Regulation) in the UK must be followed (Mourby et al., 2018), but these differ between 
countries and cannot provide ethical guidance (Safran, 2007; Mourby et al., 2018). This essay critically analyses these 
issues and the current major debates in the field to highlight areas that could be developed to make medical research 
easier, cheaper and more reliable when using secondary data. 
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PRACTICAL ASPECTS 

Data Quality 

The success of a research study using secondary data is dependent upon the quality of data collected, and it must be 
valid and accurate so as to make the results of the study useful (Pezoulas et al., 2019; Morrow, Boddy & Lamb, 2014). 
Using good quality data in the research process is required to produce reliable results as through the use of poor-
quality data, the outcomes of the study might be misleading and insignificant (Botsis, Hartvigsen, Chen & Weng, 2010; 
Endriyas et al., 2019).  

All research requires that set objectives are achieved and that credibility of the outcomes is assured, and this is no 
different for research using secondary data (Johnston, 2014). Proper planning should be conducted in the initial stage 
so that the data used fits the desired purpose of the study (Nass, Levit & Gostin, 2009), and the quality of the data used 
should be determined through robust assessment procedures (Weiskopf & Weng, 2013; Pezoulas et al., 2019). To 
demonstrate high quality, data must be accurate and consistent (Taleb, El Kassabi, Serhani, Dssouli & Bouhaddioui, 
2016; Juddoo & George, 2018), but for research purposes, it must also demonstrate a high level of accessibility (Safran, 
2007) and cost-effectiveness (Neumann, Sanders, Russell, Siegel & Ganiats, 2016). If all of these dimensions are met 
sufficiently when using secondary data, the trustworthiness of the overall study is improved (Strong, Lee & Wang, 
1997; Nikiforova, 2019). 

Accuracy 

Accuracy is a primary importance while selecting and using secondary data in the research execution (Xiao et al., 2017; 
Endriyas et al., 2019). Poor-quality data decreases the relevance and authenticity of the outcomes and as such, the 
overall study becomes invalid and inappropriate (Weiskopf & Weng, 2013). Hence, the dataset selected must be 
checked for formatting compatibility with the research, and the researchers should familiarise themselves with the 
data (Vartanian, 2010). While selecting secondary data sources, it is important to make appropriate decisions so that 
good quality data can be embraced within the research study (van Mourik, van Duijn, Moons, Bonten & Lee, 2015). 
Nevertheless, there are complications associated with the use of the secondary data (Windle, 2010). As the data is 
directly extracted from already published sources, certain analytical techniques may be difficult (Nass, Levit & Gostin, 
2009; Dolley, 2018) and there is a strong possibility of the data being inauthentic if it was initially collected using 
inaccurate methods (Peabody, Luck, Jain, Bertenthal & Glassman, 2004; Takahashi et al., 2018). 

Distinguishing between good and bad data quality is a crucial research process and thus it is necessary to acquire data 
from accurate sources (Hasan & Padman, 2006). As modern day clinical data is stored in electronic health records 
(EHR), the risk of programming bugs and human error while entering patient data into the system is ever present 
(Hagger‐Johnson et al, 2015; Motulsky et al., 2018), which can result in inaccurate data (Foley, Shuttleworth & Martin, 
2018). Accordingly, to ensure that secondary data is rigorously accurate, clinical audits need to be implemented to 
enable identification of relevant sources of data (Harpe, 2009; Haley et al., 2012).  

Consistency 

Consistency of data can be ensured if the data collected is reliable and uniform (Demchenko, Grosso, De Laat & 
Membrey, 2013). It is essential to interpret the collected data clearly in order to increase the consistency and reliability 
of the overall research outcomes (Castle, 2003). In clinical research, there should not be any scope for misunderstanding 
or misinterpretation (Iezzoni, 1997), which is particularly important to recall when extracting data from coding systems 
like the International Classification of Diseases (ICD) (Quan et al, 2005) or EHRs (Wilkerson, Henricks, Castellani, 
Whitsitt & Sinard, 2015; Prada-Ramallal, Takkouche & Figueiras, 2019) which may contain unstructured secondary 
data which is neither useful nor relevant for use in research studies (Kahn et al., 2016).  As lack of consistency results 
in a loss of reliability, the consistency of secondary data must be tested before it is employed in a study (Hagger‐
Johnson et al, 2015; Foley, Shuttleworth & Martin, 2018). 

Accessibility and cost-effectiveness 

While pursuing secondary data, researchers may face accessibility problems (National Academy of Sciences, 2009). 
Full or partial information may be missing as a result of the lack of a good network, differing data entry and storage 
(Huston & Naylor, 1996; Botsis, Hartvigsen, Chen & Weng, 2010; Xiao et al., 2017) or clinician and staff EHR entry 
standards (Weiskopf, Hripcsak, Swaminathan & Weng, 2013). As well as this, the users of secondary data were not 
part of the data collection process and therefore may not know exact details of its collection (Castle, 2003; Cheng & 
Phillips, 2014; Johnston, 2014). These issues can be partially overcome by using data for which access to the primary 
researchers is possible (Windle, 2010) and greater clinician knowledge of the uses of patient data to encourage greater 
adherence to data entry (Kaplan, 2014; Motulsky et al., 2018). 
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Ensuring security and accuracy of data is necessary as medical experts cannot compromise on patient safety (Berger, 
Mamdani, Atkins & Johnson, 2009; Endriyas et al., 2019). Therefore, denial of authorisation regarding access to data is 
another hindrance faced by researchers during the process as they may not have access to specific data kept by 
organisations or governments (Boslaugh, 2007; Rumbold, Lewis & Bardsley, 2011) or the data may be unavailable for 
safeguarding purposes (Lowrance, 2003).  

Thus for accessing and managing data, researchers should discover the resources and users, classify the data 
(Vartanian, 2010), undertake auditing after assigning data owners and automatically access and review requests 
through an integrated expert panel (Holzer & Gall, 2011). Permission must be granted primarily from expert officials 
so as to ensure the proper extraction and use of secondary data in medical research (Langarizadeh, Orooji & 
Sheikhtaheri, 2018). 

Using secondary data is one of the most effective ways to control costs in medical research and is not necessarily any 
less effective or fruitful than primary data (Boslaugh, 2007; Harpe, 2009). As identifying and examining reliable and 
authentic sources of secondary information is the stage where the accuracy and authentication of the research process 
can be determined (Bhaskar & Manjuladevi, 2016), if the researchers fail to do so, it is possible to make mistakes that 
lead to inaccurate results. Difficulties while accessing data may reduce the trustworthiness of the research so the whole 
data collection process may need to be repeated, significantly increasing the cost of the research (National Academy 
of Sciences, 2009; Weiskopf, Hripcsak, Swaminathan & Weng, 2013). 

In recent years, however, research data that can be accessed online is frequently of high quality and can be statistically 
analysed at a lower cost than conducting primary research (Tu, Campbell, Chen, Cauch-Dudek & McAlister, 2007; 
Cheng & Phillips, 2014). Researchers can refer to such sources as the NHS Health Data Finder for Research, Hospital 
Episode Statistics, Admitted Patient Care, Adult Critical Care, Cancer Registry Data, as these are reliable and 
trustworthy sources (Herbert, Wijlaars, Zylbersztejn, Cromwell & Hardelid, 2017) that contain valid and credible data 
that can be easily accessed and used cost-effectively. There are, however, in many cases fees for access to data (Windle, 
2010; Burton, Banner, Elliot, Knoppers & Banks, 2017; Wise, 2019), so researchers need to balance the costs of access to 
the data against its overall utility and include consideration of fees in budget proposals (National Academy of Sciences, 
2009). The advent of comprehensive national and supra-national big data curation projects and standards developing 
organisations has begun to increase accessibility to verified secondary data and further lowered the cost of research 
using secondary data (Hammond, Jaffe, & Kush, 2009; Wise, 2019; Nikiforova, 2019). Clinical research networks that 
use a common data model such as the EMIF (EU) and SHRINE (US) are currently in the process of extending their 
scope and resourcing for the purpose of easing the access, storage and transmissibility of secondary data for use in 
medical research (Burton, Banner, Elliot, Knoppers & Banks, 2017; Martin-Sanchez, Aguiar-Pulido, Lopez-Campos, 
Peek & Saachi, 2017; Pezoulas et al., 2019). 

Therefore, while there can be financial costs and obstacles to accessibility when using secondary data in medical 
research, advances in technology, particularly with regard to interconnectivity, and the growth of large-scale data 
collection initiatives mean that using secondary data presents a cost-effective and increasingly convenient alternative 
to conducting primary research.  

ETHICAL ASPECTS 

It is essential to follow all ethical considerations and guidelines when conducting research, not least to ensure its 
validity (Tripathy, 2013). In medical research, using secondary data involves ethical measures that must be adhered to 
(Aita & Richer, 2005) because patients’ health information constitutes sensitive data (Brakewood & Poldrack, 2013). As 
appropriate and accurate personal and health information about patients may be required by the research (El Emam, 
Rodgers & Malin, 2015), this gives rise to major issues surrounding privacy and confidentiality. During data collection 
from patients, medical researchers might think that the respective health issues of the patients and the associated 
treatment procedures might be helpful for society in general so they may desire to disclose such information and use 
it for their clinical studies (Brakewood & Poldrack, 2013). However, this requires informed consent from the patients 
which should be sought before extracting data (Kalkman, Mostert, Gerlinger, van Delden, & van Thiel, 2019).  

Consent 

The issue of gaining consent is critical for the use of secondary data in research as it is a patient’s fundamental right to 
understand and agree to uses of their health information that were not initially acknowledged (Morrow, Boddy & 
Lamb, 2014; McLennan, Shaw & Celi, 2018). Informed consent results in voluntary research participation and thus it 
is important to seek consent to ensure patients’ agreement to the use of their data in a particular research process 
(Windle, 2010; Brown, Brown & Korff, 2010). Obtaining consent may allow the use of information and health data for 
secondary purposes including undertaking further medical research, but for this to happen, the patients must be made 
aware of the reasons their data may be used for these purposes (Safran et al., 2007; Graves, McLaughlin, Leung & 
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Powers, 2019). Failing to adhere to this or disclosing data to any third party without such consent might lead to 
confidentiality breaches and privacy issues (Ploug & Holm, 2015). However, burdening subjects with consent forms 
or other paperwork may discourage them from allowing their data to be used in research (Singleton & Wadsworth, 
2006), and obtaining informed consent may not even be possible when it is not known what the future research that 
uses the secondary data will entail (Thomson, Bzdel, Golden-Biddle, Reay & Estabrooks, 2005; Grinyer, 2009). 
Additionally, systematic bias may be introduced in cases of refused consent (Porsdam Mann, Savulescu & Sahakian, 
2016).  

In seeking a solution to this, it has been proposed that patients have a moral duty to be part of medical research, 
particularly when there is minimal risk of harm to them (Lawlor & Stone, 2001; Ballantyne & Schaefer, 2017). This is 
increasingly possible through technology, as is asking patients to give generalised or ‘broad’ consent (Hudson & 
Collins, 2015; Kalkman et al., 2019) or ‘meta-consent’ (Ploug & Holm, 2015) to appropriate secondary use of their data 
for research purposes (Tenenbaum et al., 2017) However, use of such consent requests must ensure that the patient is 
aware of the difference between the taking of their data for their own therapeutic benefit and for later use in secondary 
research as failing to do so would compromise the doctor-patient trust relationship (Frunză & Sandu, 2017). 

Due to the sensitivity of the secondary data used in medical research, encryption is likely to be employed to protect 
the confidentiality of patients (Benaloh, Chase, Horvitz & Lauter, 2009; Heurix & Neubauer, 2011) as well as techniques 
that remove identifiable information from the data such as anonymisation. In order to execute authentic medical 
research, patients’ personal information and secondary treatment intervention details should be extracted and used 
appropriately (Prada-Ramallal, Takkouche & Figueiras, 2019) in a way that can satisfy the interests of both the patient 
and society. Any breaches of ethical principles that take place during the use of secondary data can compromise the 
integrity of a research study (Ross, Iguchi & Panicker, 2018). As there are various philosophical positions to take on 
this, examination of two approaches, utilitarianism and deontology, is important to ensure adherence to ethical 
principles and the maintenance of patient confidentiality (Floridi et al., 2019). 

Utilitarianism vs. Deontology 

The ethics surrounding patient confidentiality and secondary use of data in research can be approached from either a 
deontological or a utilitarian perspective (Gray & Schein, 2012). Utilitarianism is an ethical stance through which the 
differences between right and wrong can be determined by considering the interests of the society as a whole rather 
than those of individuals, especially in cases of conflict (Pieper, 2008). In medical research, adopting this approach can 
assure the appropriateness of the research for the benefit of all (Lambert, Soskolne, Bergum, Howell & Dossetor, 2003; 
Herschel & Miori, 2017). As secondary data must fit the aims and objectives of the study concerned, if it can be proven 
that the outcomes of the research will benefit the whole of society, according to utilitarianism the sanctity of individual 
consent may be surpassed (Brown, Brown & Korff, 2010; Resnik, 2015). 

In opposition to this, the deontological approach is the process of interpreting the exactness of the ethics, duties and 
obligations associated with each step of a research study in this case, the patients’ ‘right to know’ about uses of their 
data (Lambert, Soskolne, Bergum, Howell & Dossetor, 2003). A deontological approach can assure the ethical validity 
of the use of secondary data in research by following the norms and principles which protect the rights of individuals 
(Gray & Schein, 2012). One of these norms is to maintain a high level of confidentiality and seek informed consent 
before using secondary data in research as deontology does not focus on the consequences of the actions performed 
but the acts that are undertaken at each stage (Gatignon, 2019; Mazeikiene et al., 2020). Therefore, deontology suggests 
that the researchers do what they feel is morally correct without allowing this to be outweighed by consideration of 
the social wellbeing (Beck, 2019). Thus, from a deontological perspective, researchers should seek data from the 
patients, protect their privacy and preserve their rights even if the social interests are not fulfilled through these actions 
(Coughlin, 2006; Price & Cohen, 2019).  

This debate is yet unresolved. Ballantyne (2019) argues from a utilitarian perspective by advocating that individual 
consent should not be the utmost concern for the use of secondary data in research as this sidelines the benefits that 
would be gained from prioritising the greater good, whereas Frunză and Sandu (2017), conversely, adopt a 
deontological stance by warning that diminishing the importance of informed consent risks delegitimising the use of 
secondary data in research. Porsdam Mann, Suvalescu and Sahakian (2016) describe a path between the two 
approaches, maintaining that consent should be sought in cases of risk but it is only is one consideration among many 
when the benefit of research is to the public good.  

It has however been argued that such narrow approaches are no longer appropriate in the highly computation-driven 
world of big data, and instead a new ethical framework (Xafis et al., 2019) or ‘macroethics’ specifically for the use of 
data should be developed (Floridi & Taddeo, 2016; Harsh, Achaerya & Chaudhary, 2018). 
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LEGAL CONSIDERATIONS 

Confidentiality: anonymisation and pseudonymisation   

In order to avoid breaches of confidentiality and misuse of sensitive personal information, de-identification techniques 
such as anonymisation and pseudonymisation are applied to secondary data that is used in research (El Emam, 
Rodgers & Malin, 2015; Neubauer & Heurix, 2011; Verheul, Jacobs, Meijer, Hildebrandt, & de Ruiter, 2016). 
Anonymisation refers to techniques to erase personally identifiable information from the data (Thomson, Bzdel, 
Golden-Biddle, Rea & Estabrooks, 2005; Lafoz, Ramírez-Soriano & Richardson, 2018). However, medical researchers 
may require a certain amount of personal or demographic information about patients such as age, gender, lifestyle and 
health-related issues, which is not possible through anonymisation (Heurix & Neubauer, 2011). As a result, the concept 
of pseudonymisation has come into prominence as it replaces patients’ identifiable information with codes called 
pseudonyms (Pommerening & Reng, 2004; Mourby et al., 2018) which retain enough personal data to serve the aims 
and objectives of the research (Heurix & Neubauer, 2011; Somolinos et al, 2014).  

Through the initiation of the NHS Pseudonymisation Implementation Project, researchers can view instructions on 
how de-identification of patients can be approached and confidentiality maintained (Stalla-Bourdillon & Knight, 2016). 
Privacy audits should be carried out to maximise both adherence to data use standards and research innovation (Price 
& Cohen, 2019). Nevertheless, in some cases the data cannot be pseudonymised (Iacono, 2007), and the suitability of 
de-identification techniques has been cast into doubt by the success of re-identification attacks (Sweeney, 2002; Aamot, 
Kohl, Richter & Knaup-Gregori, 2013). It may also be impossible to assure anonymity in the context of big data (Dolley, 
2018) due to the fact that large-scale data combination compromises anonymisation (Brown, Brown & Korff, 2010; 
Verheul, Jacobs, Meijer, Hildebrandt, & de Ruiter, 2016; Herschel & Miori, 2017). 

Accordingly, it can be stated that while anonymisation and pseudonymisation are helpful for protecting anonymity 
and confidentiality in the use of patients’ personal data for specific secondary research purposes, questions around the 
utility and methodologies for this remain unresolved (Grinyer, 2009; Goroff, Polonetsky & Tene, 2018). 

Some of the most comprehensive codified policy on confidentiality and use of patient data can be found in the UK 
NHS in the form of the Caldicott principles, established in 1997 and revised in 2013 (Taylor, 2013) and 2016 (National 
Data Guardian for Health, 2016) .The seven principles that determine whether data can be used are justification of use, 
necessity for use, minimal use of data, access on need-to-know basis, awareness of responsibilities, legal compliance 
and sharing data where appropriate (National Data Guardian for Health, 2016). Secondary data should be 
implemented in line with all of these principles and legal requirements. 

THE DATA PROTECTION ACT (2018) AND GDPR (GENERAL DATA PROTECTION REGULATION) 

The Data Protection Act (2018) details the UK law regarding the confidentiality and privacy of the data and information 
of individuals, with the broader European Union legislation known as GDPR (Mourby et al., 2018). These contain 
provisions related to the use of secondary data for medical research, including that no third party can access data 
without the consent of the individual concerned. However, the legislation makes specific and broad exemptions for 
research if it does not cause “substantial damage or distress” (ICO, 2020) and if pseudonymisation is applied 
(Mészáros, 2018). Despite this, it has been argued that this creates an imbalance by favouring data controllers at the 
expense of subjects (Pormeister, 2017).  

The legal validity and credibility of research can be maintained if the data collected from the selected participants is 
kept safe and secured properly (Godard, Schmidtke, Cassiman & Aymé, 2003). In the case of healthcare research 
studies, the personal details and health issues of patients must be obtained and protected in line with strict laws 
collectively known as data protection principles (Data Protection Act 2018). The main aim of the legislation is to 
prevent mishandling of data, promote data protection rights and ensure optimum confidentiality and anonymity of 
personal and health data (Francis, 2020).  

By complying with these legislated norms, medical researchers are able to securely collect, exchange and transfer the 
personal data of patients between medical staff (Iversen, Liddell, Fear, Hotopf & Wessely, 2006). However, there are 
still questions surrounding the use of some data in research, one of which is regarding the fact that the provisions of 
neither the Data Protection Act nor GDPR apply to non-living subjects (Data Protection Act 2018). This means that 
data related to deceased individuals is not considered, which may trigger serious ethical problems, differing between 
countries, about how medical researchers should deal with the confidentiality of this data (Edwards & Harbinja, 2013). 

CONCLUSION 

The use of secondary data in medical research is an area containing a number of important conflicts and questions 
regarding its practical, ethical and legal considerations, many of which are unresolved. 
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In terms of the practical aspects, the quality of the secondary data used in research must be ensured, as poor-quality 
data leads to unreliable and inaccurate results. Problems with the accuracy and consistency of secondary data may 
arise from systems such as EHR, so data authenticity must be verified and ambiguities resolved. Accessibility issues 
such as missing information or lack of permission may hamper research, and costs for access to secondary data need 
to be considered. However, the increasing prominence of large-scale data collation projects and clinical research 
networks with standardized data storage and transmission methods means costs are falling while accessibility is 
increasing. 

As secondary health data is of a sensitive nature, there are significant ethical concerns that must be taken into account 
when employing it in research. The primary conflict in this area is between the rights of the individual and the right 
of society as a whole. While this can be described as a matter of utilitarianism versus deontology, it may be that neither 
alone can provide satisfactory ethical guidance. Asking patients for broad consent may represent a compromise, but 
ultimately the development of a new data ethics may be necessary. 

De-identifying data can help protect confidentiality, with pseudonymization having emerged as the main way to do 
this, but in a world characterized by big data, true data de-identification may not be possible. While legislation such 
as the UK Data Protection Act 2018 has been developed to regulate the use of data, allowing for research exemptions, 
legal instruments do not necessarily help with the ethical problems posed by the requirement for informed consent to 
data sharing and use of secondary data in research. 

The potential for improvements to the state of medicine through further reliable research using increasingly numerous 
and accessible sources of secondary data cannot be underestimated, so the need to come to international agreement on 
the practical, ethical and legal issues examined in this essay is now as critical as ever. 
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